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Summary

Clinical research on human subjects or their datzonfronted with conflicting requirements with,
on the one hand, the principle of open sciencengparency and data sharing), the possibilities
offered by big data and the reuse of healthcanesgarch data, and on the other, changes to the
regulatory and legislative framework, including tieneral data protection regulation (GDPR).

A roundtable was organized in Giens, France in kmt@018 to identify problem areas, the need
for clarification and streamlining, and to makeamenendations to promote clinical research while
ensuring a high level of patient protection. Aftltails were given of these developments, the
roundtable participants were able to propose recendaations, primarily 1) to clarify: what is
considered anonymized data, and what is “publieredt” within the meaning of the GDPR; 2) for
the French data protection authority (CNIL) to @oné preparing reference methodologies to
simplify the approval system; 3) to promote theoselary use of data by making it easier to inform
patients and obtain broad patient consent, by Bpegi the circumstances under which their
withdrawal and opposition rights apply, so as moitlithe risk of bias; 4) to facilitate access tdada
warehouses by providing technological and methagicéd aids. The roundtable also recommends
increasing discussions between authorities in Erop research topics, encouraging French
authorities to contribute to the preparation of eodf conduct and setting up a voluntary
harmonization procedure to coordinate the opinioihdata protection authorities, while ensuring

that key documents are available in English.
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Introduction

Similarly to many areas of social activity, clinigasearch is in the midst of a digital revolution
through access to massive data and the possitiligusing digital data.

High-throughput “-omics” and imaging techniques nonake it possible to generate big data
for each patient, and harness this data using i#lgms to stratify patients according to complex
biomarker profiles. This is what “personalized” no#oe seeks to achieve.

At the same time, the digitization of clinical rasgh data and healthcare data, or health
system data, allows the data to be reused in @sdar a secondary purpose, either for clinical
trials or observational studies. These secondaeg usclude re-analysis, secondary analyses and
meta-analyses. It is also possible to reuse coloontsgistries to conduct interventional studies [1
3]. Information from hospital data warehouses cam$ed to select sites for a clinical trial, tcesel
patients, optimize the study design, or to colt&tha for a clinical trial or “real-world” study. Will
also become increasingly common to use data fronmexdied objects for clinical trials or real-
world studies.

In addition, open science policy, pursuant to thddble, accessible, interoperable, reusable
(FAIR) principle and for the purpose of improvirtgetreproducibility of study results, promotes the
sharing and reuse of clinical research data.

These developments raise multiple issues regardimeghods, data protection, de-
identification of data and the risk of re-identé#imon, access to and sharing of data, informatiah a
re-information of data subjects, and how to obteamsent [4]. The regulatory and legislative
framework for these issues is also undergoing sanhbist changes, particularly with the
implementation of the GDPR (Table 1).

These topics were discussed at a roundtable omgghmzGiens, France in October 2018 to
identify problem areas and the need to clarify ate@amline, and make recommendations to
promote clinical research while ensuring a higlelef patient protection. The program covered the
new regulatory framework for clinical research (atsdimplications for information to patients,
broad consent and withdrawal of consent), simgltfan and structuring mechanisms put in place
by the French data protection authority (CNIL) atsdreference methodologies (RMs), the impact
on public and private institutions’ governance, etiance tools, the role of the data protection
officer (DPO) [Table 2], the European and interoiaéil context, data sharing, technical aspects of
data security and confidentiality, minimization ¢agymization vs. pseudonymization) and the risk
of re-identification, the conditions for hostingdfth data, aggregation of non-downloadable data,

sharing and reuse of research data for clinicaaeh (clinical trial data - repositories, secyrity
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conditions for access and secondary analysis, sle#ang plan) or of data from the healthcare
system, and the use of data from connected objects.

Context

Regulatory context

Regulation (EU) 2016/679 of the European parlianazamt of the council of April 27, 2016 on the
protection of individuals with regard to the prosieg of personal data and on the free movement of
such data, repealing Directive 95/46/EC (GDPR) rextanto force on May 25, 2018 [5]. The
objectives of the GDPR are to harmonize data ptiotecrules in Europe, to reinforce and
modernize individuals’ rights with regard to thpersonal data, to hold those involved accountable,
and to facilitate data flows. Figure 1 recalls th@n principles of data processing.

At the same time, the regulations governing clinicesearch are evolving with the
forthcoming entry into force of regulation 2014/586the European parliament and of the Council
on clinical trials involving medicinal products fouman use which repeals Directive 2001/20/EC
[6]. In the field of medical devices, a new regidatwas adopted by the Parliament and the Council
in May 2017 (Regulation 2017/746) [7] to harmortize conditions for the approval and conduct of
clinical investigations concerning medical devieesl their access to the market.

Secondary use of the data, outside the clinical priotocol, should comply with applicable
data protection laws, including the GDPR and nalliolegislation. However, Article 28 of
Regulation 2014/536 explicitly foresees the posisjbifor the sponsor to ask clinical trial
participants, when they give their consent to pgoréite in the trialfo agree to their data being
reused butside the clinical trial protocol exclusively farcientific purposés[6]. This broad
consent, which can be withdrawn at any time anccwis used as a basis for secondary use of the
data, therefore applies to clinical trials on medws. However, the same article makes it clear that
scientific research that harnesses data outsidelitlieal trial protocol is conducted in accordance
with applicable data protection laws. The relatitopsbetween clinical trial regulations and the
GDPR is currently under discussion in Europe.

French legislation has opened access to health slath as health insurance data and data
from healthcare facility activities, thus facilitag the conduct of research and studies in thediel

of health, care and social support.



Data protection

Special provisions on the processing of health da&xist in France with the GDPR. One chapter
of the modified French data protection act is degldd research, studies and evaluations in the fiel
of health (chapter 1X, section 2) [8]. Certain citimshs must be met, such as the study being for the
purpose of public interest, the opinion of a pratiany committee or individual information given
to data subjects. Procedures for requesting apjsrave described in Figure 2.

To lighten the administrative burden of study sposssimplified procedures have been put
in place since 2006 through reference methodold@téss). These RMs, which are now part of the
reference systems, require a high level of contidéty and protection for individuals. They
exempt the data controllers from submitting an @ptibn for approval to the French data
protection authority (CNIL). Demonstration of conapice with a reference methodology replaces
the approval system.

Lastly, the French data protection act appliesata aontrollers located in France (even if
they do not process data of individuals in Frarare) to data controllers located outside France if

they process the health data of individuals whe livFrance (Table 3).

Data minimization: anonymization versus pseudonymiation

The GDPR applies to any personal data relatingntadantified or identifiable natural person.
Article 2 of Act 78-17 of January 6, 1978, knowntlas French data protection act, clarifies that “in
order to determine whether a person is identifiabllethe means available to the data controller or
any other person that enable the person to beifi@enimust be considered”. Therefore, by
definition, personal data and anonymous data apes®i to each other. If there is a link allowing
the person to be re-identified, the data is todoeslered as personal. The data will be anonymous
only when it does not allow the person to be raiified, including by cross-checking with a new
database. This anonymous data is not affectedebsetjulations on the processing of personal data.
Working on anonymous data would enable resear¢bexgoid the provisions of the GDPR,
such as informing participants, maintaining an adég) level of security, and formalizing any data

processing.



America’s Health insurance portability and accobility act (HIPAA)' proposes to “de-
identify” personal data so that they can be shaveldout restrictions, by deleting a list of data
defined as identifiers, such as names, zip coaddesaf birth, etc.

The European regulatory framework favors the ppiecof data minimization (Article 5.1.c
of the GDPR) in order to process only the data ihatrictly necessary, without prejudice to the
actual means used.

The possibility of identifying individuals is ingereted in Europe in terms of the means that
may reasonably be used, taking into account alldijective factors such as the cost and time
required for identification and the technologiesitable at the time of processing but also in terms
of how they evolve. The concept of anonymity muestdasonably robust over time.

However, anonymization methods are complex and tbbustness over time is difficult to
assess [9-14]. Therefore, any health research data should bsidened non-anonymous personal

data until proven otherwise.

L HIPAA: Items to remove to de-identify health dagA) names, (B) geographic subdivisions smallenthastate, (C) all elements of dates (except
year) for dates that are directly related to anviddal, including birth date, (D) telephone nunmdyefl) vehicle identifiers, (E) fax numbers, (M)
device identifiers and serial numbers, (F) emadradses, (N) Web Universal Resource Locators (URI3) social security numbers, (O) Internet
Protocol (IP) addresses, (H) medical record numlifB)sbiometric identifiers, including finger andiwe prints, (I) health plabeneficiary numbers,
(Q) full-face photographs and any comparable imagBsaccount numbers, (R) any other unique idgntif number, characteristic, or code, (K)

certificate/license numbers.

2 Can we make data anonymous and how can we féeiitaring for research?

Several anonymous open data dissemination expesnirerthe United States (GIC 2002, AOL 2006, NetftD10) [9,10] have led to individuals
being re-identified. In 2016, in Australia, thesimination of national health system data wasrinpéed after it was discovered that people could be
re-identified [11,12]. In such a sensitive area ltkealthcare, free access to data therefore seetrs difficult to uphold, given the privacy risks
involved. In its analysis of anonymization techreéquthe Article 29 [9] group considers that no téghe guarantees anonymization entirely without
significantly deteriorating the data. True anonyatiizn is a complex process using a combinationesfegalization techniques (k-anonymity, |-
diversity) and randomization techniques (additidnnoise, differential privacy, etc.) [13]. Thesengodex techniques reduce the amount of
information in the data and the ability to reusenthfor research. An alternative to these robushyméation techniques appears to be reinforced
minimization, which consists of removing the maitentifiers and semi-identifiers (list of HIPAA itenin the USA), replacing all the dates by
timeframes and generalizing certain variables wiessible. A database prepared using this techrsijoeld be able to be shared with the scientific
community through a third-party platform that guaeses data access and security using processessticbse described by Ohmann et al. [3, 14].
In order to make transparency requirements compatilth personal data protection requirements,dditéon to introducing sharing tools, codes of
conduct should be put in place to help share heddtla for scientific research, in accordance wehitals 26, 33 and 50, and pursuant to
Articles 14.5, 40 and 89 of the GDPR.



Access to medical administrative databases and hasgd data warehouses

National health data system (SNDS)

French health system modernization legislation sstbn January 2016 ratified the creation of a
valuable medical administrative database: the SNID&. This is a pseudonymized database
containing data on the use of care in private prastand healthcare facilities for the entire Fhenc
population, as well as data from the hospital progfor the medicalization of information systems
(PMSI), and from the causes of death registry, iandill soon receive data on disabilities and
private health insurance data. These data are fugticevidely available, the quid pro quo being
more stringent conditions ensuring data confidéittiand integrity and the traceability of access,
as well as feedback to citizens through transpgrabout the research conducted using these data
and the ensuing results.

Regarding access procedures, simplified procedi®ts) were already introduced in July
2018. If processing does not comply with the RMuregments, approval must be requested from
the French data protection authority (Figure 2).

But the SNDS is above all a formidable steppingestihat will be especially valuable when
combined with other sources of clinical, environta¢émand sociological data. The relaxing of the
conditions of use of the directory identificatiommber (NIR [social security humber]) should
facilitate such combinations, which will have to fp@cessed in very secure environments. In this

respect, expectations are high for the “health Hatd prefiguration mission [16].

Changes to medical records

The use of the computerized medical record, dedigmeiniversity laboratories in the early 1980s
and originally intended to manage healthcare daid @dify diagnoses and procedures, has
changed as it has become increasingly standardined the 1990s. It is now primarily a tool for
monitoring medical activities and billing. As auésit is often a digital copy of what was the pap

file with no added value for research. The datadifecult to harness because of the multiple
applications involved, their low interoperabilignd the lack of structure for much of the data. The
advent of technologies to handle large amountsatd dnd the increasing use of standardized data

formats now offer the possibility of building hdakdata warehouses on the scale of a hospital, or
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even a region, to aggregate all of a patient’'s .datee new full-text search and indexing
technologies, through semantic enrichment via nadatologies, make it possible to index and
qguery unstructured textual documents such as medbaervations and examination or
hospitalization reports, which are a major sour€enformation. These hospital clinical data
supplement the data from the national health imsa@across-scheme information system
(SNIIRAM), which provide valuable information ondluse of care services and the path of patients
who have received hospital care (for those patietis did not receive hospital care, diagnoses are
not available in this data base).

On the scale of a hospital or region, access tgettdata must be controlled (ethics,
regulations, methodology, information to patiemtansparency about processing). The French data
protection authority, which issues the necessaprajals, attaches particular importance to data
security, information to patients and the govermeanicthese warehouses. The solution implemented
at the largest university hospital in France (Baaisd the eHOP project at Rennes university
hospital include the creation of a “trusted thi@y” structure responsible for analyzing requests,
processing them and providing patient data neededafproject, in compliance with ethical
standards and regulations.

In the near future, these data will be supplemeitgddata provided by patients (self-
guantified data), genetic datanicg and data collected routinely (data from moniteentilators,
electrocardiograms [ECG]). Fast-growing artificiatelligence (Al) technologies will be able to

take full advantage of these data, particularlyrbying unstructured data in data warehouses.

Data from connected objects

Clinical trials and real-world studies can alsopeeformed using data from connected objects and
remote monitoring tools. There are more and mosarders allowing this type of monitoring
(diabetes, heart failure, cardiac arrhythmia, e®RNis cater for these data collection methods but
many remote monitoring tools were introduced withimueseeing the recovery of data for clinical
research, or even the recovery of data to impréneealgorithmic efficiency. This leads to the
essential question of how to inform patients arwbre their non-objection, and issues of security,
confidentiality and quality of data from connectglects used in the research.

-10 -



Real-world studies using healthcare databasesyisotied clinical trials

The possibility of conducting studies using mediadministrative databases is already
transforming the landscape of clinical researcte Tonstances cohort, representative of the French
population, includes 200,000 volunteers aged 1&9p and combines: 1) visits to one of the
participating health insurance funds’ health exatan centers, to have a medical and paraclinical
examination and lab tests and, for those aged 4b5oaer, cognitive and physical tests; 2) a
biobank; 3) the use of data from medical administeadatabases (national pension fund, health
insurance fund, hospitals and healthcare provigarg) 4) questionnaires on various topics related
to the health status, regularly completed by vaarg (Table 4) [17,18].

Similarly, the iVasc project (co-funded by publindaprivate funds), includes a cohort of
patients (FRENCHIE) hospitalized for myocardialairdtion, monitored thanks to the medical
administrative databases, and also makes it pessildonduct interventional studies nested into the

cohort, two of which are already planned and fundex dental health and sleep disorders.
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The scientific and ethical necessity of data sharn

The GDPR must be enforced within the broader fraonkwf the open science movement that is
revolutionizing the standards hitherto accepteg@dgntists by imposing three key scientific values:
transparency, openness and reproducibility. Dagiairsip has an ethical justification. In participatin
in the studies, the individuals take risks in exxjefor uncertain benefits. The result is an imiplic
agreement whereby the data from these studiesbmiugtthe greatest possible benefit to society as
a whole. To maximize these benefits, as of Jangadp, the International committee of medical
journal editors (ICMJE) expects: 1) authors repgytclinical trial results to detail their intent®n
about sharing de-identified data and associatechdat [19] and 2) a data sharing plan to be
prepared and recorded before the start of thecalitiiial, at the same time as the trial is recdrde

a ClinicalTrials.gov-type registry [20-22]. Sevejalirnals, including the BMJ and the PloS group
journals, preceded this movement, encouraging &ttt provide their data for several years.

Nevertheless, the GDPR can complicate compliantte tivese transparency requirements.

How to manage the conflict between protecting pers@al data and transparency about

research/data sharing

There is indeed an apparent conflict between tleel n@ strengthen the protection of personal data
and the equally ethical need to share healthcareesgarch data to improve knowledge and,
ultimately, patient care. Some provisions in theREDon patient information and consent regarding
secondary use could jeopardize this progress. Thesasions could undermine the scientific
validity of data reused for research purposes.drigqular (except for the use of anonymous data
that are not affected by the GDPR), the possibilftpot consenting to secondary use, of consenting
only to restricted use (for a given institutiondisorder), and more importantly, the possibility of
withdrawing consent for secondary use could in@ehs risk of bias if many patients exercise this
right - especially if the patient's satisfactiorridg hospitalization, or during a study, affectgith
decision to withdraw consent for secondary use.

A survey of 771 clinical trial participants in thenited States showed that 93% of

respondents were likely to allow their data to bared with university scientists, and 82% with
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scientists at for-profit companig€3] - a better acceptance rate than for the shasf hospital data
or biological samples.

Impact of GDPR on clinical research

Reference to the GDPR is therefore essential f@splects of clinical research, from information to
patients, which must now refer to the GDPR, and tyype of information that the regulation
advocates, to the publication of the results, whiecan come into conflict with transparency and

data sharing requirements. To mitigate these pnahleve propose the following recommendations.

Recommendations

These recommendations fall into three categorles:ekercise of individuals’ rights, streamlining

administrative procedures, and a more open rektiiprwith the international environment.

Recommendations concerning the exercise of individis’ rights concerning their data

GDPR and information to patients

The entry into effect of the GDPR reinforces thdigattion to inform patients, who are, like any
other citizen, bombarded with messages from semogiders, businesses, etc. about the GDPR
update, which may prevent the information abouirtparticipation in the study from getting

across. To avoid this, the roundtable recommendsiging atemplate for patient information

form _content (template proposed by the French national comenitbe studies involving human

participants [CNRIPH]). A proposed guideline spgcif what information to give to which
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patients (new patients, patients already inclugetients who have completed a study), when, and
by whom was disseminated on May 25, 2018 by the IPNIRand is currently being reviewed.

Exercise of patients' rights

The right to erasure and the right to oppositiory e@nflict with the methodological requirement to
conduct exhaustive data analysis for the prima®y aisreuse of data. Indeed, the missing data
undermines the validity of the estimated treatmedfeict in randomized controlled trials. To avoid
bias, it is advisable to do an intention-to-treaalgsis, including all randomized patients in the
group to which they were randomized. Missing datas need to be specified, and specific methods
for taking into account missing data should be uaed explained, but these methods do not
completely eliminate biases related to missing f24&25]. This methodological requirement is also
included in Regulation 2014/536 of the Europearidaent and of the Council on clinical trials
involving medicinal products for human use whicates (Art. 28.3) that “withdrawal of informed
consent does not affect the results of activitiesaay carried out, such as the storage and use of
data obtained based on the informed consent béfasewithdrawn”. We recommendlarifying
under_which_circumstances this right of withdrawal applies to_secondary usgsafety and

efficacy data), how to inform patients about thgateve effects on the study conclusions, and under
which conditions patients should be allowed to kimgly and differentially refuse to continue the
study treatment, the monitoring foreseen by thaqgmal, the collection of data during the usual
monitoring for the purposes of the study, or evea erasure of their data. The French data
protection authority/CNRIPH are expected to propadditional information for patients.

The conditions of the right of opposition also eaguestions: patients have the right to
object to their data being processed, but the jgaaspects of exercising this right are not sanpl

It needs to be specified and clarified through whonthese rights are exercisedfirstly through

the investigator (the only person the patient knewd who knows his or her identity) and/or the
sponsor’'s DPO who can be aware of the identithefderson who wishes to contact him or her; the
DPO is bound by an obligation of confidentiality pmofessional secrecy in the performance of his
or her duties.

The right to portability is included in the GDPRhe&ve the legal basis is the consent or
contract, to ensure patients’ medical data is afelto them for the continuity of their medicateca
when they change their place of care. This prowmidhas little relevance for data collected

specifically for research. The explanation givemp#tients about this right becomes unintelligible
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unless, for a given study, it details how this tighight apply.An_exception to this right should

be made for study datathat are not useful for care.

Reuse of data

* The RMs define the possibility of secondary usehwiformation to the patient. This issue
of informing the patient can arise prospectiveljzew planning a study, to anticipate future
uses, or when a database created earlier is relisedecommendation is to ensure tifnat

initial information given to the patient takes into consideration subsequent studiedn

order to minimize its limitations, while preservitige confidentiality of the datghe initial

information on reuse should focus on how to accefise data rather than on the topic of

subsequent studieswho can access the data? What data (what kirehafiymization)? In

what ways: controlled access (via a request andlpgea scientific committee), possibility
of aggregating non-downloadable data, sharing aftenymization? Which repository will
be used, and what is its governance?

Thus, RM-004 could be updated with another change to thandividual information :

“When the study is based on clear criteria thatdh® subject has been made aware of in
advance regarding the use of his/her data accotdirige purposes, data access methods
and persons who have access, and the data proteati@sures applied.”

* Promoting the participation gfatient representatives in the governance of repdsries

allowing secondary use of data.

» Promoting incentives for data sharing it seems important for study value indicators to

include this sharing, the secondary publicatiorsslteng from this sharing, the number of
accesses to a database, etc. The GDPR maintainseqiorement for patients to be
individually informed about the secondary use oéitthpersonal data, but there are
possibilities of exceptions, especiaifythe provision of such information proves impb#esi

or would require disproportionate efforts, or if ould seriously compromise the
achievement of processing objectivesofar as failing to provide information to patig

makes the research ineligible for the referencehattlogies (RM), these situations are
analyzed on a case by case basis by the Frenctpdsdétion authority, based on the file

provided by the applicant, when applying for apaiof{Chapter IX of the data protection
-15 -



act). The roundtable’s recommendation is for trenEh Data Protection Authority to make

available: 1) a guideline specifying tlugiteria_for_granting these exceptions and 2)

examples of what can be considered as a “dispropaohate effort” (European guidance

on “transparency[22]).

Recommendations concerning the fluidity of administtive procedures

* It is important tocontinue developing reference methodologiesndavoid limiting them

to specific entities(such as RM 005 which applies to health faciljiteesdde factoexcludes

universities and other public research bodies).

* It is important to propose a framework fefining public interest, a necessary condition

for data processing for research purposes in France

 Datasheets must be createdh&lp researchers who want to access the various dat

warehouses especially those of the SNDS, including an ingenbf existing databases and

methods of access.
In particular, it is necessary tolarify what is considered anonymized or

pseudonymized datapropose validated anonymization solutions, antbbtlis and training

for data managers to anonymize data.

» To facilitate matching and make linking possiblemoving the contradiction stemming

from the fact thathe use of the NIR is now possiblevithout a decree of th€onseil

d’Etat, unlesst comes from a medical file

Recommendation related to the single GDPR annex fahe “single agreement”: need for a

contract between the data controller and the procesr

The GDPR has redefined the responsibilities andyatibns of all those involved in the
processing of personal data. The data controll2€{) is the person who determines, alone or with
others, the purpose and method of processing. Toeegsor is the entity that processes personal
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data on behalf of the DC. The processor has neigaildns under the GDPR and may now be held
liable in case of default.

The single agreement was introduced by the heg#iteim modernization law (“‘LMSS”) of
January 26, 2016, with the aim of improving timeBnfor setting up clinical trials in French
hospitals, which increases France's attractivefagssternational clinical studies [26]. The single
agreement model to be used was set by the decrddowémber 16, 2016, provided for in
Article R. 1121-4 of the French public health cq@&iC), prior to the GDPR. Its scope is type 1
and 2 studies involving human participants condiiébe commercial purposes in health facilities,
care homes and health centers.

In the context of the single agreement, under ti#PR the DC is the sponsor of a
commercial study involving human participants. Tecessor is the health facility, care home or
health center that signed the single agreement.

Article 28 of the GDPR defines the contractual feavork governing the relationship
between the DC and the processor. According to dfisle, the DC must make a contractual
agreement with the processor to ensure that ther lateets all the conditions and offers all the
appropriate guarantees to protect personal dat&leA28.3 of the GDPR gives a non-exhaustive
list of the clauses to be included in the contract.

Article 28.3 of the GDPR states as follows: “Pr@ieg by a processor shall be governed by
a contract or other legal act under Union or Mengtete law, that is binding on the processor with
regard to the controller and that sets out theempatter and duration of the processing, the
nature and purpose of the processing, the typeisopal data and categories of data subjects and
the obligations and rights of the controller”.

Moreover, the reference methodology RM 001 adojpitgdthe French Data Protection
Authority, which regulates the processing of hedktlka of public interest, carried out in the cohtex
of research requiring consent, reiterates the atiig to establish a contract between the DC and
the processor.

It is therefore necessary to introduce a subcontrdimg clause into the single agreement

to ensure that it complies with the GDPR. An updateould be made by modifying the single

agreement template by order of the Ministry of Heah, notwithstanding the ongoing

discussions on several other issues related to timplementation of the single agreement.

Improving technical aids
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A section is expected to be introduced into the RKBow to send individual data to

peer_reviewers of scientific journals to provide secure sitesresponding to these

specifications for researchers.
The INDS directory, which records studies conductsiehg the SNDS, should meet the
World health _organization’s (WHOQO) requirements for_reqistries [27], which are

mandatory by law and for publishing. This would iavauthors having to register their
studies a second time in a compliant registry apgtdoy biomedical journal editors.
These registries must meet several criteria arlddeche minimum 20 items [28].

Some studies require clinical study patients' ¢kt be registered, for example to
reimburse costs. However, the French data protecighority recommends complete
separation between databases containing persométh hdata and those containing
personal data for reimbursement. This total sejgaraiso concerns university hospital
sponsors. University hospitals could declare axgmsors the administrative services
that have patients’ contact details for reimbursanmrposesit must be specified
whether this organization can fit into the framewok of RMs.

The use of SNDS data is governed by a clear regylaind technical framework. These
requirements also apply to studies or data prodeeen these studies (“extensions”),
which complicates the cascading reuse of data th@SNDS. Legislation, as it stands,
may be interpreted restrictively, whereby the SND&/ be used for studies, research or
evaluations, which would prohibit the creation @ftal warehouses matched with the
SNDS. In addition, these restrictions are no longkzvant when SNIIRAM data used in

the extensions become minimal. It would be helfduive aprecise definition of what

is an extension

Fostering international cooperation

Harmonization of data protection regulations andcpdures across Europe concerning

health research needs to be better documentedexamnple, it is difficult at present to

ascertain to what extent the GDPR and the obligatiof multinational clinical trial

sponsors have been integrated in each Europeartrgotherefore, an assessment is needed

in the form of acomparative European analysis of national legislatns and associated
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health research data protection requirements. greigosal could be included on the agenda
of Horizon 2020.

» If there are significant differences between MemBé&ates, asoluntary harmonization

procedure could be proposed. Its purpose would betcoordinate the opinions of the

data protection authorities of the different Member States. Regarding oblmatito Ethics

Committees, in order to facilitate internationabjects,foreign sponsors should be told

how to proceed and make the documents availablke.CNRIPH is committed to working
on this.

» Concerning the GDPR, associations and other remiases bodies may prepare codes of
conduct to clarify how the GDPR applies to certségtors, including scientific research. It

will therefore be necessary iacrease the involvement of French stakeholders and

authorities in_the preparation of codes of conductconcerning data processing in the

context of clinical trials, in particular for mutttional processing. Such a code is currently
being prepared by various European partners [29].

* The French data protection authority has put itg@lBMs, which have greatly simplified
the clinical study data protection process. Thes#stand procedures have often been

translated into English for internal use by difftreompanies. Atiofficial” translation of

the RMs should be provided by the French data protectigthaity, and they should be
more easily available to foreign sponsors.

» Lastly, the“health data host” certification in France requires a specifically French

procedure, in connection with a reference systesedan compliance with international
standards (ISO 27001, 20000, 27018 and 27017)ollldvbe helpful to move towards a

more interoperable system so as not to isolatecEraimealth data.

Conclusions

Clinical research involving human participants loeit data appears torn between, on the one side,
the requirement for transparency and data shaegrding to the principle of open science, the
possibilities offered by big data (-omics), or e tpossibility to reuse data (hospital data, health
databases, study data - cohorts and registried)oarthe other, the ill-defined constraints of the
GDPR.
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This is a hot topic for all concerned. France masgbid isolating itself in a barely
interoperable regulatory system and can be capabth, a few adjustments, of protecting its
citizens’ data while streamlining clinical researdline main recommendations resulting from this
roundtable are first of all to clarify what are safered as anonymized data (not concerned by the
GDPR) and pseudonymized data (personal data, abwgréhe GDPR). A clarification of what is
considered to be of public interest would also leéceame, as it is a condition for the use of data fo
research purposes in Frande.is also important for the French Data Protectidathority to
continue to develop reference methodologies to léiynfhe approval system and avoid limiting
them to specific entities.

In order to promote the secondary use of data,important for the patient’s initial consent
to encompass subsequent research, and describeth®wlata will be accessed rather than
restricting access to subsequent research on #edimopic. It should be clarified under what
circumstances the right of withdrawal applies tcoselary use, as it may introduce bias into
secondary analyses. Researchers who want to atteeshkfferent repositories and warehouses to
reuse data must have access to a dedicated iofase providing technological and
methodological aids.

Lastly, we must avoid isolating France from thedp@an and international communities, by
using a European benchmark on laws and regulatiffesting the protection of personal data in
clinical studies, by discussing research topicéwiher European authorities, by encouraging the
French authorities to contribute to codes of cohdbg proposing a voluntary harmonization
procedure to coordinate the opinions of the datdeption authorities, and by ensuring that the

main documents are available in English.
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Table 3. The reference methodologies of the French data protection authority (CNIL).

Types of research

Research involving human participants

(RIHP)

Opinion from EC in all cases

Research not involving human participants,
health evaluation or study

(RNIHP)

Category 1
Interventional studies

Category 2
Interventional studies
involving minimal risks
and constraints

Category 3 Non-
interventional studies

Research organized and
conducted on humans with
purposes other than those
of an RIHP

Research involving data or
samples collected in another
context

(reuse of data)

Scope of RMs

RM-001

(written or express consent required)

RM-003

(information and non-
objection)

RM-001

if genetic
characteristics are
studied (as consent is
required)

RM-004

(information and non-objection — changes to individual
information)

No opinion from CEREES.

If non-compliance
with RMs*

Favorable opinion from EC + approval from French Data Protection
Authority (+ possibly referred to INDS to consider public interest)

INDS (single secretariat + public interest) + favorable opinion
from CEREES + approval from French Data Protection
Authority (+ possibly referred to INDS to consider public
interest)

*In particular regarding: information provided to the person, type of data processed, recipients of direct or indirect identifiers, high

residual risk etc.

CEREES: Expert committee on research, studies and evaluations in the field of health; CNIL: French data protection authority; EC: ethics

committee; INDS: National institute of health data; RIPH: research involving human participants




Figure 1. Basic principles of data protection
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Figure 2. Regulatory measures for research involving human participants
or otherwise.
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Table 1. Stages of clinical research impacted by the GDPR

Point of impact

Explanation / types of database

Site selection, investigator selection

A site/investigator can be selected ba
on its past publications, its activity a
its patient population

Agreement  between 3

investigational site

sponsor

niigreement needed between d

controller (DC) and processor

Patient selection

Patients can be selected from healthc

databases: PMSI, data warehouses

Informed consent

GDPR information updated, broz
consent, re-consent, evolving consg
dynamic consent, e-consent

Cohort/registry
Data from national databases

data Specific studies or clinical trials usir

these databases

Electronic health records

Data on care is inseitdd research
databases and clinical trial CRFs

Electronic data capture

Connected objects, e-quesires

Data sharing (FAIR)

With medical journal reviewerand
made available to the community

Reuse of data

Access to existing databases

sed
nd

ata

are

ad
2Nt

g

CRF: case report form; FAIR: findable, accessiligeroperable, reusable; GDPR: general
data protection regulation; PMSI: program for thedmalization of information systems.



Table 2. Role of the data protection officer (DPO)

Each public or private organization must organtze governance of its processing. Those
concerned must be trained and be familiar with gatéection procedures. The DPO plays a
key part in compliance, ensuring that it is uph&ifferent tools are used (data processing
register, procedures, etc.), a key one being thiévdpy impact assessment”, which |is
mandatory for healthcare research. It is an exerais describing the project, its legal
framework, the security precautions put in plabe, information given to concerned person
and the risk analysis. This documents the procgssime and makes it possible to evalyate
the risks.

All these items allow the organization to documigmtcompliance and fully comply
with the principle of “accountability” in the gersdrdata protection regulation (GDPR) and

conveyed in reference systems such as the refereeitedologies.




Table 3. The reference methodologies of the French dategiion authority (CNIL).

In July 2018, three reference methodologies (RMsjewupdated from existing RMs (RM
001, RM 003 and RM 004) and two others were createdihilo (RM 005, RM 006). The
two latest RMs concern access to hospital actidéta (program for the medicalization of
information systems [PMSI]) and apply to healthctaglities and federations, as well as to
healthcare product manufacturers.

RM 001 and RM 003 are for research involving humparticipants, and RM 004 is for
research not involving human participants (researcltdata, or prospective studies that are
not organized and conducted on humans to improwdical or medical knowledge e.g.
studies aimed at studying professional practiessghing modalities ....). The main principles
of the RMs are the processing of health data thatidentify data subjects indirectly (coded
or pseudonymized data) by the data controller, ititvidual information given to data
subjects and an analysis of the impact on thewapyi.

The new elements introduced in July 2018 concepamicular the obligation (except
in specific cases provided for by the regulatidos)the data controller to appoint a DPO, the
possibility for a subcontractor of the data conéml(processor) to process data directly
identifying the data subjects (reimbursement oftgopayments, text message sent to
complete a questionnaire), the possibility of pesteg the Department where the data subject
lives, sharing data with independent experts oeaehers responsible for re-analyzing the
data, particularly at the request of scientificrjzal editors (technical solution only allowing
the data to be read, without being able to exfpacsonal data). Data from extensions of the
National health data system (SNDS) must be useddnrdance with the requirements of the
SNDS provided for in the French public health code.

Lastly, for RM 004, which concerns processing reaqgithe reuse of data, changes
were introduced concerning individual informatiomen to data subjects; it is not necessary
to individually inform a data subject again whee thatter already has this information (for
example: several studies, handled by the samecdateoller and whose data categories have
the same purposes and where the recipients arsathe) or cases where, when biological
data and/or samples are collected, the data ssbgget directed to a specific information
system that they can refer to before each futwatrment (for example a website). The list of
studies conducted according to an RM must be exgidtby the data controller in the public
directory of the National institute of health d@fdDS).



Table 4. Conditions for secondary use of the Constancesrtolata [17].

Due to the regulatory and technical complexity attad collection circuits, creating the
Constances cohort required many months of refleciiod exchanges with the supervisory
authorities and institutional partners to guarankeemobilization and protection of personal
data. To achieve the goals of the cohort (i.e. &teravailable to research teams a selection of
data necessary for their research, in a very seeav@onment), the researchers have to
submit a project that will be validated by the megional scientific council and those
responsible for the governance of Constances. biextives of this research may relate to
public health issues, epidemiological research, dsb clinical research by offering, for
example, the possibility for a study’s design teate a real-world control arm selected based
on factors matched to the population included ia thterventional arm(s). Under these
conditions, depending on the type of project amddata mobilized, before being able to work
on the specific secure space available to them,reésearchers have to comply with the
regulatory framework of a reference methodologgalicit the opinion (or approval) of any
relevant authorities (ethics committee [EC], expeoimmittee on research, studies and
evaluations in the field of health [CEREES], therkeh data protection authority [CNIL], the
French national agency for medicines and healtdynts safety [ANSM], and the National
council for statistical information [CNIS]). The kmteers can see all the projects accepted on

the websitevww.constances.fithey can subscribe to the newsletter to be dyrectified and

they receive the cohort study journal each yearchvbives general updates and describes the
type of data used for each of the projects. Eadanteer can then exercise his/her right to

object to this data being used for one or moreipgxojects.





